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1. Introduction
1.1 Background and method

This issue of Research in Brief provides an insighd a doctoral study written at
the Max Planck Institute for Foreign and InternaéibCriminal Law in Freiburg,
Germany. EntitledCome in Spinner’: Money Laundering in the Aust@aliCasino
Industry, the study assessed the susceptibility of thenoasdustry to money laun-
dering. Though it focused on the situation in Aalét; international initiatives and
experiences were also incorporated. The aim ofptkeent article is to provide a
general overview of why casinos are considerederalole to money laundering, to
introduce the empirical methods used in the studyta discuss some of the key
findings that were made.

Before proceeding any further, the term ‘money thrmg’ ought to be defined.
For present purposes, it is sufficient to say tita¢n a crime for financial gain oc-
curs, those involved typically need to find a metho use the criminal proceeds in
a way that does not attract attention to the ugiteylcrime’ This is done by dis-
guising the origin of the proceeds. ‘Money laundgriis the term used to describe
this process. As will be seen, casinos have hestlhyibeen considered susceptible
to money laundering because they operate in a éssienvironment marked by
anonymity, fast transactions and a steady flonash¢

As few publications have thus far analysed thejidg between money laundering
and casinos in detail, a two-pronged empirical a@ph was used by the doctoral
study. The first prong was comprised of a medidyaisathat covered a period of
ten years (circa 2000 to 2010). For this analygsious media sources and case
law databases were scanned to determine the extenbney laundering in the
Australian casino industry and, where possibleprtvide factual examples of its
existence. The second prong encompassed a (planasithp staff questionnaire
and a series of expert interviews with represergatfrom government regulatory
branches, academia and the casino industry ifBled.aim here was to gauge how
well anti-money laundering laws are applied in picec Ultimately, neither the
staff questionnaire nor the casino interviews o@ras none of the casinos ques-
tioned were willing to participate. The interviewsth academics and government
officials did, however, provide a wealth of knowdgdon not only the application
of the laws, but also on various casino-related eyolaundering techniques and
countermeasures. Those interviewed were the Aisitrdlransaction and Reports
Analysis Centre (AUSTRAC, Australia’s chief goverantal anti-money launder-

" Deitz & Buttle2008, p. 4.
2 APG & FATF 2009, p. 5.



2 Casinos, crime and money laundering

ing authority), the Tasmanian Gaming Commissiostédae casino regulator), the
Australian Institute of Criminology (Australia’s ti@nal criminal policy research
centre) and Profess@live Williams(a Visiting Fellow at the Australian National
University).

1.2 Outline

Although this issue of Research in Brief is unablgrovide a complete overview
of the findings that were made, it does draw aitbento the key issues discussed.
With this caveat in mind, it is structured as falfo Section 2 underscores the un-
orthodox business environment in which casinosatpeand discusses several ma-
jor money laundering susceptibilities attributedhe industry. Section 3 explains
why the study deemed a qualitative empirical redeapproach necessary and
highlights the steps taken to achieve this goatti®e 4 discusses important find-
ings from the interviews and comments on how tledferted the outcomes of the
study which are, in turn, covered in Section 5.aAfinal note, unless stated other-
wise, the ‘$’ symbol used throughout this arti@éers to Australian dollars.

2. Casinos, crime and money laundering
2.1 Casinosand crime

The legalisation and development of the modernncasidustry has historically
been a controversial topicAs governments have struggled to cope with in@@as
fiscal pressures, proponents of legalisation ha@nhguick to pronounce casinos
as a ‘shot in the arm’ for economic growth and rexe and as a major provider of
employment. Such claims have, however, been rebuffed by caspmnents on
the ground that these purported benefits cannsebthe social costs that casino
legalisation entails. Though the truth likely liesmewhere in between, opponents
of legalised casinos have traditionally possesseath of information to show
that pathological gamblers inflict high costs ortisty. These include costs for
psychological treatment, costs for prosecutions €iample, for unpaid debts and
bankruptcies) and costs for third parties (inclgdiamily members and welfare
organisations) who have to assist problem gambletseir lives unravél.

Another anti-legalisation argument is that casileasl to an increase in both petty
and organised crime in and around the areas whesedperaté.With regard to
petty crime in and around casinos — which is netttipic here — a solid body of

® Dombrink & Hillyard 2007, pp. 33-34.

* Dombrink & Hillyard 2007, pp. 31-32.

® Walker2007, pp. 85-87.

® Breen & Hing2006, pp. 5-8Dombrink & Hillyard 2007, pp. 45-52.
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research has emerged from the 1970s onwavdish regard to organised crime, a
more lengthy analysis has occurred, due primaoilyhe severity attributed to the
issue and to the strong links established betweganised criminals and the casino
industry shortly after its legalisation in the staff Nevada in the 1938dndeed,
the first legal efforts to combat organised crinrel(gding money laundering) in
the industry date back to the late 1940s, wherNineada State Tax Commission
was created to monitor flows of money and crimietivity in the state’s casinds.
Over the ensuing six decades, national and intemeltinitiatives have continued
to assess and attempted to control casino basediseg crime and, more specifi-
cally, money laundering. These initiatives commamier to three major suscepti-
bilities that make casinos particularly vulneratdenoney laundering, namely: (1)
the abundance of cash and anonymity on the caking {2) the allure of casinos
to criminals and (3) the level of deference awargdnanagement and staff to
patrons. Each of these will now be assessed.

2.2 Susceptibility No. 1. Cash isking

Probably the most common susceptibility referrethtthe literature is that casinos
provide ‘bank like’ financial services (such as dgip accounts or transfer facili-
ties), which can be perverted to launder mofidy.is argued that in the case of
casinos, the threat posed by such services is ikated as almost all gaming
transactions are cash based and anonyrfidogeed, in 2009, the Financial Action
Task Force (FATF) and the Asia/Pacific Group on Elpraundering (APGY
noted that a range of interviews with convicted mplaunderers led to the conclu-
sion that casinos are held in ‘high regard’ by gheseking to move ill-gotten gains,
due to the variety of financial services offerdug trelative degree of anonymity
provided and the normalcy of cakh.

Interestingly, it is not that casinos oppose thevento a cashless casino, as it would
mean less money floating around to be stolen byopator staff. In addition, a
cashless casino would also be more convenientfine patrons, who could simp-
ly use credit cards or pre-charged casino cargaitohase gaming chips without

" For more information, sediller & Schwartz1998, pp. 124-12@;asalle 2005, pp. 35—
49.

8 Abadinsky2003, pp. 234—-23%4elsing1976, p. 79.
° Blakey1977, pp. 437-441.

* APG & FATF 2009, p. 23.

" APG & FATF 2009, pp. 23-24.

 The FATF and the APG are two intergovernmentalidémdhat develop anti-money
laundering policy.

* APG & FATF 2009, pp. 26-28.
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4 Casinos, crime and money laundering

having to physically move from the gaming tableraulette wheel and, more im-
portantly (from the casinos’ perspective), witheidibly having to see money be-
ing handed ovel However, in most jurisdictions problem gamblings H@ecome
such a contentious issue that politicians woulddag¢h to be seen to increase the
convenience of gambling or voice the perceptiont th#&s okay to gamble with
credit cards. In addition, banks have no desireetdumbered with gambling debt
should a casino patron default on credit card reyemys'® As such, although tenta-
tive steps towards a cashless casino have been imadéew jurisdictions? the
demise of cash, and the anonymity it brings, afgpabe a long way off.

2.3 Susceptibility No. 2: Thecriminal allure of casnos

The next susceptibility is based on the perceptian casinos are full of cheats and
swindlers. It is undoubtedly true that the lisdeiices designed to cheat at casinos
is rather long, and includes such items as the kapmpaw,” a gadget designed to
be worked inside a poker machihéo trip the pay-out switch, through to the ‘toe-
operated computer,” which was a contraption plaotal a player's shoe to help
predict (through ‘toe input’) the likely outcome afroulette wheef Less elabo-
rate, though certainly more common, are other ahganethods, including the
manipulation of small denomination coins to resamlakrge denomination coins
for use in poker machines or the retrieval of anlgpset after a game has been
completed but before the chips have been colléét@tiere are also those casino
goers who prey on fellow patrons to line their petsk asLasalle notes, ‘for the
average casino visitor there are two ways to losaay at a casino. You can have
bad luck, when the casino defeats you, or you care keven worse luck when
some criminal steals whatever money you might hawee after you had good
luck.’® It is not surprising that such criminal behavidlives in the casino envi-
ronment. Given their enormous cash flows, humanreatll but dictates that this

* Schrier1997, pp. 177-178.
" Schrier1997, p. 185.

e Lasalle2005, pp. 26—34Schrier1997, pp. 177-189. Atlantic City in New Jersepi®
example.

17 . L .
A poker machine (known elsewhere as a slot magcffiinié machine or one-armed ban-
dit) is Australian English for a gambling machinghathree or more reels that spin once
a lever is pulled or a button is pressed.

® For an overview of other devices, s®olnick1978, pp. 239-25Kilby 2005, pp. 43—
53.

* Skolnick1978, pp. 246-249. Adding to a winning bet is heoknown tactic.
* Lasalle2005, p. 209.
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wealth will attract individuals interested in thslice, be it obtained legally or oth-
erwise. Although casinos do not advertise for soubcreants’ to enter their prem-
ises, they remain undiscriminating social insténg®* In this way, casinos are a
great equaliser: if you have money and are wililoggamble, then you are wel-
come. This is not to say that patrons who steatlerat will not be evicted if
caught: they will be. However, an individual’'s régiion on ‘the outside’ will
normally not preclude access unless a casino staridse more than it can gain. It
is exactly this stance that has led to the peroeghat criminals are drawn to these
‘honey-pots of vice’ to not only gamble and chéatt, also to launder moné.

Though the veracity of such generalised claimsuisstionable, the situation does
raise a series of anti-money laundering challengediding the increased likeli-
hood that criminal proceeds will cross the casloorf In addition, it has also been
argued that patrons with criminal interests areariikely to collude with casino
staff members to commit crimes and circumvent amtirey laundering laws. In
extreme cases, they may even possess a controitiexgst in the operation, not
only to profit from the regular business, but dison other activities such as loan
sharking (providing credit at an excessive raténtdrest), tax evasion (failing to
declare income by ‘skimmingf), blackmailing (the anonymity of a compromised
patron can quickly be withdrawn) and, of courseneylaundering® Moreover,
even when they do not control a casino, criminedsséill likely to socialise their as
they provide a safe and neutral place to condugoitant matteré® Given all
these factors, it is not surprising to see whyathere of the industry to those with
criminal connections is considered to be a majoneydaundering susceptibility.

2.4  Susceptibility No. 3: Deference towar ds patrons

This susceptibility concerns the type of patroret ttasinos seek to attract (other
than the abovementioned ‘criminals’) and the defeeethey are afforded. In the

casino industry, a fine line exists between pulierest (application of the law)

and private interest (profit maximisation). To nraige profit, casinos must attract
not only those patrons who grind away small amowftsoney, but also those

who gamble tens of thousands of dollars duringngleisessioA’ Generally re-

*" Skolnick1978, p. 46.
22 Chaikin 1992, p. 266.

** APG & FATF 2009, pp. 24-25.

24 .o . . . . .
Skimming involves removing a proportion of thereags of a business and reporting a
lower official total.

° APG & FATF 2009, pp. 24-25.
*® APG & FATF 2009, p. 25.
* Breen & Hing2006, p. 16; Allen Consulting Gro@®09, pp. 12-16.
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6 Casinos, crime and money laundering

ferred to as ‘high rollers’ or ‘whales,’ these mduals are an excellent source of
revenue® They are also a major money laundering risk bezasy often estab-
lish close relationships with staff members and age@ment. This breeds trust, to
the point that staff may consider unusual traneastiand/or behaviour as normal
and leave them unreportétiin addition, due to the high stakes involved, nwoue
cases of casino management pressuring staff tentptire about a patron’s source
of wealth have been reported in the past, whichngjor breach of their legal duty
to ensure that criminal proceeds are not used nabawith® As the following
quote shows, when left unchecked, this sought bbeur can have serious con-
sequences:

One casino manager told me the following illustratstory: A couple of our

regular customers came in with $60,000 wrappedeat toundles, to be put in

the cage for safekeeping in their name. We notibedmoney was slightly

burned at the edges, and pointed it out. ‘Oh,” oh¢hem said, ‘That’s noth-

ing, the [blow]torch was a little too hot.” We tottke money anyhow, said the
casino managet'

Though such sloppiness is likely the exceptioneathan the rule, the challenges
that casino staff face in an industry where theystraimultaneously satisfy the
competing interests of their employer, their pasramd the law are very re4llt
has therefore been argued by numerous authorhiespatrons (especially big-
spending ones) pose a risk because of the way ichwhey are treated by casino
management and staff.

2.5 Thecasino quandary

In the eyes of many acadentitand international anti-money laundering organisa-
tions>® the susceptibilities outlined above have led ®dBsumption that criminal
proceeds can be anonymously laundered throughasasiith little danger of de-
tection. For instance, it has been argued thamibreey to be laundered can be con-

*® McMillen & Woolley2000, p. 8.
* APG & FATF 2009, p. 51.

% APG & FATF 2009, p. 51. The media analysis fousdesal instances in which such
pressure had been applied in Australian casinos.

** Skolnick1978, p. 49.
* McMillen & Woolley2000, p. 8.
** APG & FATF 2009, pp. 51-52.

* See, for instanceChaikin 1992; Rider & Ashe1996; McMillen & Woolley 2000;
McDonnell1998.

% See, for instance, FATF 1991; 1996.



The casino quandary 7

verted to gaming chips, a few bets can be madaraius gaming tables, the chips
can be placed as ‘winnings’ into a casino accowmifwhere they can be trans-
ferred overseas. If questions arise, casino stafflie bribed to falsify records or
circumvent reporting requirements. Should the arigfithe money be examined at
a later date, then it can be demonstrated thaeihs from a visit to a casino (a
claim which, of itself, is not unrealistids.

The doctoral study found that the problem with thvalk in, play a bit, walk out’
scenario is that it is far too general as it paaltsasinos with the same brush, re-
gardless of the different levels of national retjola Indeed, it was noted that in
Australia — where casinos must comply with strieti-anoney laundering regula-
tions — the growing susceptibility chorus has rmigee ire of numerous institutions,
including the government’s own agency AUSTRAC. Iprasentation on the mat-
ter, the director of AUSTRAC retorted that in a Welgulated country it is hard to
‘walk into a casino with, say, $100,000; to exchaitgfor chips; to walk around
for a few hours and, after placing a few bets, gméshe remaining chips to the
cashier noting one’s extremely good lué¢kShe further contended that so long as
anti-money laundering laws are extended to casihestisk posed by the industry
is akin to that of any other financial business:

It may well be the influence of Hollywood and taet fthat everyone likes a
good gangster story but there is a perception tpainbling establishments,
typically casinos, are fronts for organised crimedafacilitators of money
laundering. There is no doubt that in some partghef world this has oc-
curred and probably still does. It is also trueday that there is a risk that
gambling establishments, whether they be sparldidifices or dark illegal
places, can be used to hide and dispose of theepdscof crime. However,
there are a range of strategies that we can takeitimise these risks ... re-
quiring patrons to be identified, large cash traosans and international
transfers to be reported and anything else whiaksoodd to be reported as
suspicious are all worthwhile tools in the risk rmgement proces$

This statement likely resonated well with the Caaadnoney laundering research-
erBeare who has also commented that more empirical rebesrd less rhetoric is
urgently required in the casino money launderinpatie, as the susceptibility

* See generally, CFATF 1997; FATF 1991; 1996.

%" Montano1998, p. 4.
% Montano1998, p. 3.



8 Measuring the immeasurable

claims do not, in her opinion, correspond with flagts on the casino flodF.It was
for exactly this reason that the doctoral studysehto examine the topic in more
detail.

3. Measuring theimmeasurable

3.1 Qualitative versus quantitative

Due to the paucity of empirical information on mgri@undering in the casino in-

dustry, the abovementioned two-pronged empiricat@gch was designed to recti-
fying this information deficit and lead to a cleao®nclusion on the use of casinos
to launder money. As mentioned, the first prong e@sprised of a media analysis
on money laundering in Australian casinos betwe@d02and 2010; the second
prong encompassed a series of expert intervievdet®ermine the effectiveness of
anti-money laundering laws. Before discussing tindifgs of this strategy, this

section will provide information on why this appobawas chosen. In particular, it
will look at various types of government statistibat exist on money laundering
(for example, suspicious transaction and threstralisaction reports) and demon-
strate why these were considered — on their owreffdctual for meeting the goals
of the study.

3.2 Suspicioustransaction reports

According to section 41 of the Australighnti-Money Laundering and Counter
Terrorism Financing Act (2006 AML/CTF Act),*° a suspicious transaction report
must be lodged when a reporting entity ‘suspectseasonable groundd’that a
patron is not whom they purport to be, that they ating in a suspicious manner
or that the money in question may be linked toimical offence. As Figure“%
demonstrates, the overall number of suspiciouséaetion reports lodged with the
AUSTRAC (from all reporting entities, not just cas#”) has ballooned in recent
years.

* Beare2000, pp. 2-3.
*“ Australia’s premier piece of anti-money launderiegislation.

A suspicion must be ‘agreeable to reason, andibsiird or irrational.King v Minister
for Foreign Affairs(2006) AATA 636 at 638.

. All figures use the Australian financial year, egng on 1 July and ending on 30 June
the following year.

43 . . . .
Casinos are one such reporting entity. So todan&s, foreign exchange bureaus, stock
brokers, investment advisors, accountants, lanwgedsthe like.
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Figure 1: Total suspicious transaction reports 1992609
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Source AUSTRAC Annual Reports 1999; 2009

Yet, while the jump in reports from 2003-2004 ondgais interesting, without fur-
ther information it is impossible to interpret. Ham®re actual suspicious activity
occurred in recent years, or has mapparentsuspicious activity simply been re-
ported? From the raw data it is impossible to féirhaps media or political pres-
sure led to an increase in reports (a report finghk later approach)? Interestingly,
those interviewed for the study were also uncerbiout what led to this increase.
They felt it could partly be explained by the oveporting of suspicious transac-
tions in recent years caused by confusion and tainogr surrounding the introduc-
tion of the AML/CTF Act in the mid 2000s and by tfaet that more reporting en-
tities now exist under the AML/CTF Act than was\poeisly the case. More repor-
ting entities will of course mean more reports.sdigh, it can be seen that the rise
in reported suspicious transactions does not natseean that the legislation is
now more effective at unearthing possible instamdasoney laundering than was
previously the case, nor that more money laundesictivity has actually taken
place.

The story told by Figure 2 is equally problematiof least because any comparison
between suspicious transaction report lodgemerdsra hampered by AUS-
TRAC'’s decision to not always publish informatiom the number of reports filed
on an industry basis (hence the reporting gap dsmos between 1999-2000 and
2004-2005). Thus, although a comparison betweenuh#er of suspicious trans-
action reports lodged by all reporting entities #mel number of suspicious transac-
tion reports lodged by casinos could be promising,available data is insufficient
for such purposes.
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Figure 2: Suspicious transaction reports 1996—-208Breporting entities
compared to casinos
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Source AUSTRAC Annual Reports 1998; 2009

As noted, the overall increase in the number ofisicus transaction reports
lodged over the last decade is likely the resuliwherous factors. With regard to
casinos, one factor that has not yet been mentienéte gradual increase in the
number of casino visitors (Figure 3), with morerpas likely leading to more sus-
picious transaction reports being filed.

Figure 3: Casino visitors 1998-2008
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Source Australian Casino Association Economic Report£2@D08;
Allen Consulting Group 2009.
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Given these uncertainties, suspicious transacgport statistics could not be used
(at least not on their own) to assess the effenige of Australia’s anti-money
laundering laws in casinos.

3.3 Threshold transaction reports

Like suspicious transaction reports, the usefulrgsthreshold transaction report
statistics was also deemed questionable. A thrddinahsaction is defined by the
AML/CTF Act as any financial transaction that inves $10,000 or mor¥.Such
transactions must be reported to AUSTRAC. Againilstfa sharp increase in the
overall number of threshold transactions reportstieen witnessed in recent years
(not pictured®), this does not allow for the inference to be meme more transac-
tions over $10,000 equates to more money laundehmtged, when it comes to
casinos, the most probable cause for more thredhahdactions being recorded
stems from the fact that more patrons (Figure 8)reaw spending more money at
casinos (Figure 4).

Figure 4: Casino revenue ($ millions)
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Source Allen Consulting Group 2009

“ Section 43 AML/CTE Act.

* AUSTRAC 2009, p. 27. In 2004-2005, over 2 millibmeshold transactions were rec-
orded; in 2008-2009, over 3 million (for all repng entities, not just casinos).
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3.4 Prosecutions

Despite the number of suspicious and thresholdséetion reports lodged by casi-
nos (for example, in the financial year 2008-20P®%13 suspicious transaction
reports were sent to AUSTRAR®, prosecutions for casino based money launder-
ing in Australia have been rare. A search of thestfalasian Legal Information
Institute’s case law databa¥eusing the terms ‘money + launder.* + casino.*,
yielded less than 50 cases before Australian chetiseen 1994 and 2009: a small
number for an industry considered so susceptihléadt, the sum of relevant cases
was well under 50, because not all of them deah wioney laundering. For ex-
ample, several cases concerned the paymemiookyfor the launderingcosts of
casinostaff uniforms. Though AUSTRAC provided some imf@tion on the lack

of prosecutions in the interview&ijt was clear from the miniscule number of cases
that this information could, once again, not bedusemeasure money laundering
in the casino industry.

3.5 Themediaanalysis

Given these statistical uncertainties, the firepsif the doctoral study was the me-
dia analysis. Information was obtained from two endjustralian newspapershe
AgeandThe Sydney Morning Heraldnd from transcripts from the website of the
Australian Broadcasting Corporation’s investigatiedevision programmeBour
CornersandThe 7:30 Reporaind the radio programmkhe World TodayWhilst
space does not exist to discuss the results ahttia analysis in detail, it success-
fully unearthed examples of money laundering theat hot, for one reason or an-
other, ended up before the courts. That said, niaprovements in the application
and effectiveness of the laws were seen over timthe point that those cases re-
ported in the late 2000s were not nearly as seagthose from a decade earlier.

3.6 Theinterviews

Whilst the media analysis helped supplement theratise opaque statistics, it was
the results of the empirical interviews that weagtipularly interesting. The inter-
views were initially to be aided by a casinos staféstionnaire to tease out infor-
mation on how knowledgeable casino staff membeesadoout the anti-money
laundering requirements. The method for completvas to be electronic (an open-

4

° AUSTRAC 2009, p. 54.
" www.austlii.edu.au [06.05.2013].

48 . ..
It was noted that many of the individuals who eventually prosecuted are not charged
with money laundering in casinos but rather witheotoffences such as fraud, drug traf-
ficking or embezzlement as these crimes are sintplprove.
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source programme [‘LimeSurvei‘/gjwas used to create an online questionnaire).
Tests were planned to assess the comprehensilifilitye questionnaire, however,
when it became apparent that the casinos were limyvib participate, further ef-
forts were cancelled. Because misgivings existethfthe outset that this refusal
might come (though not to the extent actually edgmeed), an interview request
with casino management was also made. This was dgaiined by all thirteen of
Australia’s casinos. Several casinos did, howesigggest that the industry’s repre-
sentative, the Australasian Casino Associatiorgdrgacted. This was done; after a
round of emails and telephone conversations, it elear that they too were unin-
terested.

The next step was to contact AUSTRAC, where amvige/ with two senior staff
members was arranged. The Australian Institute rehi@ology was another pro-
spective candidate, as they were in the midst nflacting a project on perceptions
towards anti-money laundering risks and costs &miresses (including casings).
An interview with the project coordinators was arg&d. The next interview to be
scheduled was with a state or territory casino lege®’ Letters were sent to the
Victorian Commission for Gambling Regulation, thew South Wales Casino
Liquor and Gaming Control Authority and the Austal Capital Territory Gam-
bling and Racing Commission. Though none of thgsmees responded, an inter-
view was able to be arranged with the Tasmaniani@a@ommission. On the day
of the interview in Hobart, an impromptu visit tor&ét Point Casino and a talk
with an onsite government casino inspector als& fdace. This was in addition to
a number of other casino visits. The last interdewor the study was Professor
Clive Williams a Visiting Fellow at the Australian National Useigity with an
interest in the movement and reintegration of moiigach of the interviews took
between one and a half and three hours. With tmmipsion of all those inter-
viewed, a digital recorder was used. Preparatsis@sice and funding for the visit
to Australia was provided by Profesddans-Jorg Albrechtand the Max Planck
Institute, Freiburg. Some of the more importantliitys drawn from the interviews
will now be discussed.

* www.limesurvey.org [06.05.2013].

* The project homepage is: http://www.aic.gov.auldbaic/research_programs/nmp/am
Ictfmp.aspx [06.05.2013].

51 . .
In Australia, casinos are governed by both fedmndl state laws.
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4. Somefindingsfrom theinterviews
4.1 General findings

All interviewees agreed that although criminal meds are found in Australia’s
casinos, the current laws ensure that serious mianeylering has remained negli-
gible. While each acknowledged that money laundeeixists in the industry, they
emphasised that it is necessary to clarify what#xahis means. In their opinion,
the type of laundering that mostly occurs is gamplvith the proceeds of crime.
As far as Australian law is concerned, it is irv@et whether an individual goes to
a casino with ill-gotten gains to ‘thoroughly’ lader the money (that is, as part of a
larger operation that might include splitting themay and sending it abroad) or
whether they simply go there to gamble with the eyof Given this, it was sug-
gested that it would be ludicrous to deny that gargbwith criminal proceeds,
hence money laundering, does not occur. The quesficourse is, to what extent
does this type of money laundering — which the Taasan Gaming Commission
labelled ‘low-level’ — exist, and can anything bene to prevent it? It was felt by
all concerned that low-level money laundering iagtically unstoppable, especial-
ly when the transactions are below the threshopbnteng limit ($10,000). The
antithesis of this low-level money laundering —gkscale ‘systematic’ money
laundering — was, however, considered to be fardésa problem.

4.2 Low-level money laundering

Low-level money laundering is characterised bygeations conducted by individ-
uals of little or no police interest with small anmés of money. As noted, one ex-
ample of low-level money laundering is when an wdlial gambles with criminal
proceeds. When conducted with little intensitysttyipe of activity is almost im-
possible to detect unless suspicious behaviouotised; though even then, it was
considered by several interviewees as questionahlether this would warrant
further investigation unless other ‘compoundingtdes existed. Gambling with
the proceeds of crime is not, however, the onlynfaf low-level money launder-
ing. Another method mentioned in the interviews wascturing/smurfing. Struc-
turing occurs when a casino patron evades threstegdrting requirements by
breaking transactions into amounts below $10,0@0. éxample, a patron might
exchange $9000 for chips in the morning and exchanturther $5000 in the af-
ternoon. Smurfing is a glorified form of structuginwvhich involves a larger group
of individuals. In this way, more money can be stineed by more individuals, all
acting on behalf of a single beneficiary. AUSTRA¢k@owledged that the normal-

* Division 400Criminal Code Act 199%Cth) states that it is an offence to handle and/or
engage in a transaction with the proceeds of crithe. Tasmanian Gaming Commis-
sion noted that this offence has been construadhbreadly by Australian courts.
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cy of cash at casinos means that they are moresiitsie than other businesses to
structuring/smurfing. That said, it was counterteat these methods are a crude and
inefficient way to launder money, as they are tonasuming and costly: the indi-
viduals involved must be paid, they can only mak@&gactions in small amounts,
all their activities will be recorded by overheamreras and, lastly, the risk exists
that they will lose or abscond with the moridy.

Though it is difficult to conclude how much low-kEvmoney laundering occurs in
Australia’s casinos, the Tasmanian Gaming Commiskgti that whatever its size,
it likely makes up a minuscule proportion of thermayp that is annually laundered
in Australia (around $5 billioH). In their opinion, it is simply not worth excessi
consideration from a regulatory standpoint. WhAddSTRAC acceded that the
situation with regard to low-level laundering isdethan perfect, it too stressed that
although low-level money laundering will invariabslip through the reporting
cracks, this is a consequence of the current reygorequirements which seek to
balance commercial viability (that is, not repagteach and every transaction) with
law enforcement goals (stopping serious money larng). During her director-
ship of AUSTRAC Montanocommented on this balancing act, noting that

the approach our society has taken to deal witlse¢hgarticular competing in-
terests is to put in place measures to detect aralyae activity looking for
abnormalities and illegalities ... emphasis is #fere on reporting and anal-
ysis leading to action when needed rather than [ooitrol of all transac-

tions>®

4.3 Systematic money laundering

Systematic or serious money laundering is evergthirat low-level money laun-
dering is not. It was described by those interviewae the complex and highly or-
ganised movement and reintegration of criminal eeals. It invariably involves
large sums of dirty money (millions rather thanusands) and normally requires
some form of insider help to circumvent reportiegjuirements. In answer to the
guestion whether systematic money laundering isobl@m in the Australian casi-
no industry, the interviews suggested that it it Aide principal reason given to
support this claim was that the organised crime efsodnd lax regulations that
allow for this type of money laundering simply dot exist in Australia. Although
casinos can certainly be used to launder large ata@f money, the chance that
the transactions involved will be recorded is exegly high. Without some kind

** The media analysis found one case where the ari@int of money to be laundered
(nearly $800,000) was lost at a casino.

> Dietz & Buttle2008, p. 5.
* Montano1998, p. 4.
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of inside assistance, it was said that it is veffycdlt to use a casino for systematic
money laundering because the systems of superviBeincasinos have in place
(for their own protection, as much as for the amtiney laundering regulations)
mean that transactions are keenly monitored byiphelparties. For instance, if
$500,000 is transferred overseas, the casino atingutepartment must check to
ensure a transaction report has been lodged witBTRAC. If this has not oc-
curred, the time and location of the transfer carctoss-referenced with surveil-
lance footage to determine who was working and kdreany untoward activity
occurred. In addition, it was stated that all casstaff members are subject to
physical layers of control. Dealers at individuables are not only monitored by
overhead surveillance but also by a ‘floor persshb is responsible for the super-
vision of an assigned number of tables in the ggmpin® In turn, a ‘pit boss’ is
responsible for the supervision of each floor persand a ‘shift manager’ is re-
sponsible for the supervision of the pit bossess€hlayers of control mean that
failure to report a threshold or suspicious tratisads not likely to go unnoticed.
Those interviewed stressed that this type of conteans that casinos are no more
susceptible to systematic money laundering thaardthancial entities like banks,
as large sums of money cannot be easily moved amaunsly and without detec-
tion.

5. Conclusionsfrom the study
5.1 Main conclusions

Ultimately, the doctoral study concluded that: ifl)s necessary to differentiate
between low-level and systematic money launderangtfe determination of casi-
no susceptibility, and (2) not only the money lagnilg vulnerabilities and weak-
nesses of the industry must be considered, but itdsanti-money laundering
strengths.

5.2 Low-level versussystematic money laundering

Although money laundering was found to exist, itr@rily occurs at a low-level.
Despite the anti-money laundering measures in plaoeindividual with dirty
money who bets small and acts normally will likelyade detection. This applies
to not only those who gamble with criminal procedulg also to those who seek to
conduct low-level structuring/smurfing. Even whemvilevel transactions are rec-
orded — perhaps because the individual behavedcsusgy — this information

56 . . . .
The gaming pit is the area in the casino wherketghmes are located. It usually con-
sists of between two and four tables.

>’ Kilby 2005, pp. 47—48.
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will not necessarily be acted on, especially isia one-off event and the person is
unknown to police. It was therefore concluded tbat-level money laundering is
alive and well in Australia’s casinos. Nevertheldbg threat must be kept in per-
spective. Although casinos may provide a compagtigasy way to launder small
amounts of money, for larger amounts, casinos arddo time consuming, cost
intensive and risky:

+ Time consuming, because transactions must be &eytll (under the
$10,000 threshold reporting limit) to maintain aymity and avoid AML/
CTF Act reporting requirements.

+ Costly, because the more money there is to bad&red, the more individ-
uals are needed (who each need to be paid).

* Risky, because the money may be lost (gambled awaypsconded with),
and because the activity will be electronicallyamied and may be used as
evidence in court.

Whilst no conclusion was reached about the amoluluvwelevel money laundering
in Australia’s casinos, those interviewed opineat ihdefinitely forms an infinitesi-
mal proportion of the total amount of money thdaishdered annually in Australia.

Despite the existence of low-level money launderihgvas established that this
does not allow for the automatic conclusion to benh that casinos are also used
to systematically launder money on a large scaleh3aundering is only possible
when criminals can collude with casino staff, itmfite casino counting rooms and
destroy or alter financial records. With regardshte situation in Australia, given
the current legal provisions it is unlikely thatsoeos are used to systematically
launder money. Of course, laws are of little usthawt compliance control, which
is why AUSTRAC conducts casino visits, and why skege and territory regulators
have a permanent office at each casino. As sueh,sthdy opposed the long-
established notion that an individual with a lasgen of money can simply stroll
into a casino, lose or win a little on the gamitapf and anonymously transfer the
rest overseas. This claim has little substance wekkregulated industry. This is
not to say that such transactions cannot be mhdg:dan be. However, they can-
not be made anonymously or without repercussiomso/Adingly, in questioning
the susceptibility of casinos to money launderiguire discussions should differ-
entiate between low-level and systematic moneydating when noting that the
industry is ‘susceptible to money laundering’ asgsdx on the findings, such claims
clearly need to be better defined.
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5.3 Susceptibilitiesrevisited

In support of the conclusion that the main typenoiney laundering found in Aus-
tralia’s casinos is of the low-level variety, theidy stressed that many of the ar-
guments used to uphold the long-held view thatinidestry is overly susceptible
have remained stagnant, whilst anti-money laundegfforts have rapidly ad-
vanced. Ultimately, a thorough reassessment of mmserisk factors — including
those mentioned above in Section 1 — showed tttadwdh casinos do have weak-
nesses, they are not the money laundering hazatdh#s historically been sug-
gested. Although the media analysis highlightecesmwdeficiencies between 2000
and 2010, the weight of the empirical evidence tedhe conclusion that major
improvements have been made. One important finidingis regard is that money
laundering should not be viewed as a one-way stireathich only negative factors
are at play: the positive anti-money launderingrsgths of casinos must also be
considered. Although casinos harbour susceptdslitthey also possess a series of
anti-money laundering strengths, as they have bedme public eye for so long,
and because they, as a business, are interestemwo what occurs in their con-
fines. When internal control measures — such asedieircuit television and staff
layers of control — are combined with external cointneasures — mandatory staff
background checks and the AUSTRAC reporting requamgs — it was concluded
that the industry is not overly susceptible to eysitic money laundering. Internal
and external casino controls heighten the charatelabinderers will be questioned
about the source of their funds and have theirtiferecorded. As launderers in-
variably choose the path of least resistance, tfaders are reason enough to dis-
courage the use of casinos to launder large surmooéy.

Though more detailed results on the reassessmesdasiio susceptibilities could
not to be covered in the present article, the saiywed that for almost every sus-
ceptibility claim that exists, so too does a cotwrigem. Whilst these counterclaims
do not always negate the susceptibilities, theisterce shows that the casino in-
dustry in Australia (and most other countries) doesoperate in a legal void. For
instance, while it has been suggested that capirmyde anonymous banking ser-
vices (susceptibility No. 1 from Section 1), thissartion was found to be com-
pletely flawed: under the AML/CTF Act, identificah must be recorded before a
banking service is conducted. The claim that castan be owned or run by crim-
inals (susceptibility No. 2) was also proven todmeoneous, due to the strict own-
ership control requirements of the state and tayricasino regulations. The asser-
tion that casinos are more interested in retaimagons that enforcing the law
(susceptibility No. 3) was likewise considered #flr from the truth; those inter-
viewed noted that an excellent relationship exigttveen them and the casinos,
and that no current casino operator would be foaisough to place their lucrative
gaming licence in jeopardy to appease a singleooest who does not wish to be
identified. Though these are just a few of the exasireferred to in the study, it
can be seen that sufficient oversight and know-fwm place to derail the most
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serious casino money laundering susceptibilitidss heeds to be taken into ac-
count in future debates on money laundering incd&no industry, for to do oth-

erwise is to shy away from the truth that althosglkceptibilities exist, so too do
strengths.
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